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Abstract:

The shift of banking to digital channels is creating a revolution in banking fraud. Until a few years ago, this
was the preserve of small-scale criminals attempting to steal relatively modest sums. But today, digital banking
fraud is a major international industry in which sophisticated criminal groups employ increasingly sophisticat-
ed tools — and frequently collude with corrupt bank staff - to steal very large sums. This in turn has pushed up
the liabilities that banks must absorb to cover the losses their customers suffer due to fraud. As digital channels
have multiplied, so have the routes that fraudsters can use. And their options are about to expand again with
the implementation of Open Banking and the coming into effect of Europe’s second Payment Services Direc-
tive (PSD2). This will present a new set of challenges for banks, who will remain liable for losses caused by
unauthorized transactions through these new digital channels.
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